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Why ensure safeguarding of children online?

“Safeguarding children and young people in both the real and virtual world are everyone’s responsibility.”
(Byron, T. Safer children in a digital world: The report of the Byron Review 2009)

As part of our wider duty of care, Morley Victoria Primary School is required to ensure that children and young people can use the Internet and related communication technologies safely and appropriately, at school and at home. Technology such as firewalls, filtering and monitoring software are an important aspect of safeguarding the school’s computer networks, but we must ensure that children’s attitudes, behaviours and interactions online are also safe and monitored appropriately. 

This is part of our statutory safeguarding duty, and more details can be found in the Keeping Children Safe in Education document.

Our Online Safety Strategy will:

· Ensure that all children have access to regular (weekly) online safety lessons/discussions which will enable them to deal with issues that may arise whilst using the Internet.
· Educate children about online bullying, including homophobic bullying and transphobic bullying, sexual harassment and child on child abuse.
· Ensure that all children are aware of the dangers of online grooming and how to keep themselves safe. (Year 5/6 will take part in the BLAST sessions)
· Allow young people to develop their own protection strategies for when adult supervision and technological protection are not available.
· Give information on where to seek help and how to report incidents.
· Ensure that children are not exposed to radicalisation.
· Help young people understand that they are not accountable for the actions that others may force upon them but that there are sanctions that the school will impose if they act in an inappropriate manner when online.
· Provide guidelines for parents, carers and others on safe practice. 
· Ensure we regularly monitor and review our policies with stakeholders.
· Ensure technological solutions are regularly reviewed and updated to ensure maintenance of an effective online safety programme. 

At Morley Victoria Primary School, we recognise that it is our duty to ensure that children learn how to stay safe whilst online and we are committed to everything we do, to the aims of this agenda; all our pupils must be healthy, stay safe, enjoy and achieve, make a positive contribution and achieve economic well-being. We live in a 21st century world, with ever advancing technology, and it is therefore essential that we develop a strategy for children to feel safe online, whilst enjoying and achieving. 

What risks should we be guarding against?
The Bryon Review classified the risks as relating to content, contact, conduct and then a 4th C was added which is commerce. The risk is often determined by behaviours rather than the technologies themselves (Becta, Safeguarding Children Online, 2009).

It is our responsibility at Morley Victoria Primary School to provide a curriculum to prevent risks relating to contact (child as participant) and conduct (child as actor) and reduce the harm of content (child as recipient). We employ the Senso system that alerts the school to any inappropriate language or searches immediately. We also receive a weekly safeguarding report and denied search notifications. Below is an outline of issues that may arise when children use the internet:


	
	Commercial 
	Aggressive 
	Sexual
	Values

	Content
(Child as Recipient)
	Adverts
Spam
Sponsorship
Personal Info
	Violent/ hateful content 

	Pornographic or unwelcome sexual content 
	Bias 
Racist
Homophobia
Misleading info or advice

	Contact (child as participant)
	Tracking
Harvesting personal info
	Being bullied, harassed or stalked
	Meeting strangers 
Being groomed
	Self-harm
Unwelcome persuasions 

	Conduct
(Child as actor)
	Illegal downloading
Hacking
Gambling
Financial Scams
Terrorism
	Bullying or harassing another
	Creating and uploading inappropriate material 
	Proving misleading info/ advice

	Commerce
	Online/financial scams
Gambling
Inappropriate advertising, phishing
	Violent/ hateful content 

	Unwelcome content
	Misleading info/ advice




Minor Incidents 
Minor incidents of misuse by pupils might include: 

· Downloading materials or images not relevant to their studies, in direct breach of Morley Victoria’s Acceptable Use Policy. 
· Misconduct associated with student logins, such as using someone else’s password.
· Incidents involving pupils using their own technology in school, such as leaving a mobile phone turned on in school or using it in class, sending nuisance messages, or the unauthorised taking of images with a mobile phone camera, still or moving. 

This is not an exhaustive list, and some incidents may need to be looked at on a case-by-case basis. All incidents should be reported to the Computing Lead, the Headteacher or a DSL an appropriate and be recorded on CPOMS.

Incidents involving inappropriate materials or activities
While not illegal, there will be some material that is just not appropriate within the school environment, and, in the case of staff, not in keeping with the professional standards or code of ethics of those who work with children and young people. Examples might include soft core pornography (including nude and seminude images), hate material, drug or bomb material, drug or bomb making recipes, or material that others may find offensive such as sexist or racist jokes (including sexual harassment and peer on peer abuse), cartoons, or materials which is used in low-level harassment.

Incidents that involve inappropriate but legal material will be dealt with by the school following our behaviour procedures and policy. Unless a criminal offence has been committed, it is not normally necessary to involve the Police however in the case of an adult working in school, the LADO may be contacted. 

Incidents involving others 
Any incident involving a member of staff is a serious and often complex matter. There may be implications for the safety of pupils, fellow employees and the learning environment, and for the reputation of Morley Victoria Primary School – see the AUP.

Harassment of another person using technology, or breaching their right to privacy, poses a serious threat to their physical and emotional safety, and again may have legal consequences. Depending on the nature of the incident, there may be breaches of other school policies, such as the Anti-bullying Policy, which may also warrant review. Disciplinary action may range from a warning to dismissal of a staff member or suspension of a pupil. 

As in all disciplinary instances of this seriousness, Morley Victoria must be careful to follow disciplinary protocols, ensuring that proper documentation and recording of information occurs, and that appropriate counselling and support are given, and ensuring that parents and carers of the pupils involved are kept fully informed of the matter.

Dealing with more serious incidents 
More serious incidents relating to online safety at Morley Victoria must be reported to the Headteacher, Key Stage Manager/Assistant Headteacher and Computing Lead immediately. The members of staff must document the incident (on CPOMS) and decide on an appropriate course of action, which may include involving the Headteacher and external agencies. The Computing Lead should review online safety policies as soon as possible after the incident in an attempt to prevent such an incident reoccurring, debriefing relevant staff accordingly, and providing school wide training as appropriate. 

If police involvement is necessary, it is advisable for the Headteacher to seek legal advice and that of the LADO, via Leeds City Council, as soon as possible. 

Any serious incidents could become the subject of media attention. Morley Victoria has an appropriate strategy in place for dealing with media requests and ensures that ongoing investigations and the continuing safety of the school are not compromised by media coverage. 

Incidents involving illegal materials or activities
In the school context, very serious incidents tend to involve illegal materials (particularly the viewing, possession, making and distribution of indecent images of children) or serious stalking or harassment facilitated by communication technologies. Such criminal offences may be committed by staff and pupils alike. 

Indecent images of children are defined under Section 7 of the Protection of Children Act 1978 (as amended by Section 84 of the Criminal Justice and Public Order Act 1994). References to indecent photographs under the Act include data stored on a computer disk or by other electronic means that is capable of conversion into a photograph.

The Protection of Harassment Act 1997 is intended to prevent ‘stalking’ and other similar antisocial conduct. It states that a person must not pursue a course of conduct which amounts to harassment of another, and which he/ she knows, or ought to know, amounts to harassment of the other. Although the term is deliberately not defined in the Act, words such as ‘alarm’, ‘distress’ or ‘torment’ fit the term most accurately, and some adverse impact on the victim is required. To constitute a ‘course of conduct, harassment must take place on a minimum or two occasions. We must also consider any online sexual violence and harassment in line with the new Safeguarding document of 2021.

What to do in the event of discovery of indecent material
Discovery of indecent material within the school’s network is a very serious situation and must always be reported to the Police and the LADO – in line with the guidance in Keeping Children Safe in Education. It is important that the material is not downloaded, printed or sent by email, because doing so will be an offence. If possible, do absolutely nothing to the suspect computer(s), including turning them on or off. It may be necessary to shut down the whole network but do not do this unless instructed by the Police. Ensure that everyone is kept away and that nothing is touched.

Under no circumstances should the Computing Lead, Network Manager, DSL or Headteacher attempt to conduct an investigation of their own, or bring in an outside ‘expert’ to do so, as this may compromise the evidence if a legal case were to result. In some cases, this may constitute a criminal offence. 

In cases of pupil or staff involvement with indecent materials, it would be sensible for the school to seek legal advice and that of the LADO as soon as possible, particularly with regards to the disciplinary actions that are acceptable while the Police carry out their investigations. Schools should also be prepared for media contact. 

Radicalisation:
The Internet provides children and young people with access to a wide range of content, some of which is harmful. 

Extremists use the Internet, including social media, to share their messages. The filtering and monitoring systems used at Morley Victoria blocks inappropriate content, including extremist content. We also filter out social media, such as Facebook. Any concerns over websites accessed by children should be reported to the Computing Lead and SLT to ensure that access is blocked in future. Where staff, children or visitors find unblocked extremist content, they must report it to a senior member of staff. Pupils and staff know how to report Internet content that is inappropriate or of concern.

Staff have undertaken Prevent Training to raise awareness of this situation and are well aware of their statutory duties regarding this matter.

Reporting, Monitoring and Filtering

Our Responsibility 
· Acceptable Use Policies (AUP) for staff and children are in place and adhered to.
· Staff ensure children feel safe and protected, teaching children how to manage and report incidents, so children understand how to cope with the risks (outlined in the Byron Review) they may face.
· All incidents are dealt with appropriately and quickly, logged on CPOMS and passed on to the Computing Lead, the Headteacher and/or a DSL immediately. Key Stage Managers / Assistant Headteachers should be made aware too.
· User policies are regularly reviewed with all stakeholders, to see if they should be modified. 
· All incidents are reported to the Headteacher. The Computing Lead will monitor minor incidents to identify trends in pupil’s behaviour and react proactively to any emerging issues. This might include raising awareness of a particular online safety topic at a school assembly or offering staff additional training. 
· In the event of a very serious incident occurring within school, a review of all online safety policies and procedures will be conducted as soon as possible.
· In addition to knowing the safe and responsible behaviours to adopt, children and young people, along with the adults who care for them, should know where they can find further information and advice or report problems that they encounter online. The following organisations can help:

There are prominent reporting links from CEOP website http://www.ceop.gov.uk, the Virtual Global Taskforce website http://www.virtualglobaltaskforce.com and the Thinkuknow website http://www.thinkuknow.co.uk . A reporting link is also available as a tab option on MSN Messenger. 

Developing our curriculum and pedagogy
Morley Victoria looks for opportunities for teaching online safety across the curriculum rather than as a discrete subject, covering the issues that might not be encountered during school use of Computing. To develop our online safety strategy through school, we must ensure we embed it in every classroom. Children need frequent education and guidance to embed and reinforce online safety messages.

Opportunities to inform and promote positive behaviours:

· Assemblies
· PSHE
· Weekly conversations in computing sessions
· Anti-bullying week – Online bullying
· Online Safety week
· Safer Internet Day
· Identify risks of use of technology when used in the classroom, ensuring that children understand risks
· Online Safety in the computing curriculum
· Updates from National Online Safety
· D-Side

There is a range of interactive teaching resources and guidance available at: 

· http://www.thinkuknow.co.uk
· http://www.ceop.gov.uk

Please see below our long-term plan to ensure that there is coverage across all topics. We have used to PROJECT EVOLVE website which has lesson plans, resources and guidance for each topic (see below).


	Internet Safety Topic
	When to teach

	Health, Well-being and Lifestyle

Managing Online Information
	Autumn 1


· Taught through end of autumn 1 into autumn 2

	Online Bullying

	Autumn 2 – link with anti-bullying week

	Privacy and Security

	Spring 1 – link with new devices after Christmas and Internet Safety week

	Self-image and Identity

	Spring 2

	Online Relationships

	Summer 1

	Online Reputation

	Summer 2




The Online Safety Strategy policy operates in conjunction with the following policies:
· Anti-Bullying
· Behaviour Policy
· All policies that relate to Online Safety
· Child Protection and Safeguarding and Safer Working Practice
· KCSiE guidance
· Teaching and Learning
· SEND and Inclusion
· Exclusion procedures
· Mobile Phone and Social Media Policies
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